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ABSTRACT: This analytical study investigates the integration of security testing tools Static Application Security
Testing (SAST), Dynamic Application Security Testing (DAST), and Interactive Application Security Testing (IAST)
into Continuous Integration/Continuous Deployment (CI/CD) pipelines within DevSecOps frameworks. The research
employs a mixed-methods design, combining quantitative analysis of vulnerability detection metrics from 150 open-
source Java and Python repositories (2016-2018) with qualitative insights from 12 expert interviews. Key findings
reveal that hybrid SAST-IAST approaches achieve 28% higher true-positive rates and 35% faster remediation cycles
compared to standalone tools, while DAST excels in runtime exploit detection but introduces pipeline latency. The
study identifies optimal integration points in Jenkins and GitLab CI environments, demonstrating reduced mean-time-
to-remedy (MTTR) from 14.2 to 4.7 days. Results underscore the necessity of context-aware tool chaining and policy-
as-code enforcement. The research contributes a reproducible engineered integration framework that balances security
efficacy with deployment velocity, offering actionable guidelines for DevSecOps practitioners.
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I. INTRODUCTION

The evolution of software development methodologies from waterfall to agile, and subsequently to DevOps, has
fundamentally transformed how organizations deliver applications. DevOps, emerging as a cultural and technical
movement around 2009, emphasized collaboration between development and operations teams to achieve continuous
delivery [10]. By 2017, the State of DevOps Report indicated that high-performing organizations deployed code 46
times more frequently than their peers, with lead times under one hour [14]. This velocity, however, introduced
significant security challenges.

The integration of security practices into DevOps termed DevSecOps emerged as a critical response to these
challenges. Gartner predicted, 70% of enterprises would adopt DevSecOps practices, up from 20% in 2015 [7]. The
core philosophy of DevSecOps is ‘security as code,” where security controls are automated and embedded throughout
the software development lifecycle (SDLC) rather than treated as a separate phase.

CI/CD pipelines represent the technical backbone of DevSecOps. These automated workflows typically include stages

for code commit, build, test, deploy, and monitor. Jenkins, GitLab CI, and CircleCI dominate the market, with Jenkins
alone holding 48% market share in 2018 [3]. The pipeline's linear nature creates natural integration points for security
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testing, but traditional approaches often position security as a gate at the end of the pipeline, creating bottlenecks that
contradict DevOps velocity principles.

Security testing methodologies have evolved in parallel with development practices. SAST analyzes source code
without execution, identifying vulnerabilities such as SQL injection patterns or insecure cryptographic
implementations. DAST, conversely, tests running applications through simulated attacks, discovering issues like cross-
site scripting (XSS) that manifest only at runtime. IAST, a more recent innovation, combines elements of both by
instrumenting applications during execution to provide real-time vulnerability correlation [12].

The convergence of these testing paradigms with CI/CD pipelines creates both opportunities and complexities.
Research from 2018 showed that organizations implementing security in CI/CD reduced critical vulnerabilities by 52%
compared to those using traditional methods [19]. However, implementation challenges persist, including false positive
rates, tool integration complexity, and performance impacts on pipeline duration.

Importance of the Study

The significance of integrating security testing into CI/CD pipelines extends across technical, economic, and regulatory
dimensions. From a technical perspective, early vulnerability detection in the pipeline enables "shift-left" security,
where issues are identified and resolved during development rather than production. This approach aligns with the
principle that the cost of fixing defects increases exponentially with each SDLC phase estimated at 100x higher in
production versus requirements phase [1].

Economically, security breaches carry substantial costs. The 2018 Cost of a Data Breach Study reported an average
breach cost of $3.86 million, with development-related vulnerabilities contributing 42% of incidents [13].
Organizations with automated security testing in CI/CD experienced 50% lower breach costs, highlighting the ROI of
proactive security integration.

Regulatory compliance represents another critical driver. Standards such as PCI DSS 3.2 (2016) and GDPR (2018)
mandate security testing throughout the development lifecycle. Automated pipeline integration provides auditable
evidence of compliance, reducing manual documentation overhead by up to 70% [21]. The human factor cannot be
overlooked. Developer productivity improves when security tools provide actionable, context-aware feedback within
familiar IDEs and pipelines. Studies show that integrated security tools increase developer satisfaction by 34% and
reduce security-related rework by 41% [17].

Problem Statement

Despite the recognized benefits, significant gaps persist in the practical integration of SAST, DAST, and IAST into
CI/CD pipelines. First, tool selection and configuration lack evidence-based frameworks. Organizations often
implement single-tool solutions, with 63% using only SAST despite its known limitations in runtime vulnerability
detection (WhiteSource, 2018).

Second, integration patterns remain ad-hoc. While 81% of enterprises use CI/CD, only 28% have mature security
integration, with most implementations occurring as post-build gates rather than continuous feedback loops [18]. This
creates pipeline bottlenecks, with security scans adding 15-45 minutes to build times.

The false positive management represents a critical challenge. SAST tools generate false positives at rates of 40—60%,
leading to alert fatigue and ignored findings [7]. The lack of correlation between SAST, DAST, and IAST results
compounds this issue, making vulnerability triage inefficient. The performance and scalability concerns limit adoption
in large codebases. DAST requires running applications, creating resource contention in shared CI environments. IAST,
while promising, suffers from limited language support and runtime overhead of 10-20% [4].

The organizational and cultural barriers persist. Security teams often lack DevOps expertise, while development teams

view security tools as productivity impediments. The 2018 DevSecOps Global Skills Survey revealed that 54% of
organizations cited lack of security skills in DevOps teams as the primary barrier to adoption [5].
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These challenges create a paradoxical situation: organizations recognize the necessity of pipeline security integration
but struggle with effective implementation, resulting in persistent vulnerabilities despite investment in tools and
processes.

Objectives of the Study

e To examine the comparative effectiveness of SAST, DAST, and IAST in detecting different vulnerability categories
within CI/CD pipeline environments.

e To analyze integration patterns and their impact on pipeline performance metrics, including build duration, failure
rates, and mean-time-to-remedy across Jenkins and GitLab CI platforms.

e To evaluate the impact of hybrid testing approaches (SAST+IAST, DAST+IAST) on false positive reduction and
vulnerability remediation efficiency in real-world DevSecOps implementations.

e To identify the relationship between tool configuration parameters (scan depth, rule sets, exclusion patterns) and
detection accuracy in Java and Python codebases.

e To develop and validate an integration framework that optimizes security testing placement within CI/CD stages
while maintaining deployment velocity.

II. LITERATURE REVIEW

Myrbakken and Colomo-Palacios (2017) [12] conducted a comprehensive systematic literature review of DevSecOps
practices, analyzing 34 studies from 2014-2016. Their findings established DevSecOps as an evolution of DevOps with
security integration at three levels: cultural (shared responsibility), process (automated controls), and technical (tool
integration). The study identified SAST integration in build phases and DAST in pre-deployment stages as common
patterns, but noted the absence of IAST in most frameworks due to its emerging status. The research highlighted false
positive management as the primary technical challenge, with 68% of studies reporting alert fatigue.

Rahman and Williams (2016) [15] examined security practices in open-source projects, analyzing 1,200 GitHub
repositories. Their quantitative analysis revealed that only 12% of projects implemented any form of automated
security testing, with SAST tools (primarily FindBugs) dominating. The study developed a taxonomy of security smells
and demonstrated that projects with pipeline-integrated testing had 47% fewer reported vulnerabilities in the National
Vulnerability Database. The research emphasized the need for context-aware scanning rules to reduce false positives.

Siddiq et al. (2018) [16] investigated machine learning approaches for reducing SAST false positives. Using a dataset
0f 500,000 scan results from industrial codebases, they trained classifiers that achieved 78% accuracy in distinguishing
true vulnerabilities from false positives. The study integrated these classifiers into Jenkins pipelines, demonstrating a
44% reduction in developer triage time. The research highlighted the importance of training data diversity, noting
performance degradation when models trained on Java were applied to Python codebases.

Diaz and Pérez (2017) [6] proposed a reference architecture for DevSecOps pipelines. Their framework defined five
security zones: code analysis (SAST), dependency checking, container security, runtime protection (DAST/IAST), and
compliance verification. Case studies from three financial institutions showed that implementing the architecture
reduced critical vulnerabilities by 61%. The study emphasized policy-as-code using Open Policy Agent for consistent
enforcement across pipeline stages.

Mohan and Othmane (2016) [11] analyzed the effectiveness of SAST versus DAST in detecting OWASP Top 10
vulnerabilities. Testing 50 web applications, they found SAST identified 82% of injection flaws but only 23% of
security misconfigurations, while DAST detected 91% of XSS but missed all cryptographic issues. The study
recommended hybrid approaches with correlation engines to achieve comprehensive coverage. Their pipeline
integration reduced total scan time by 38% through parallel execution.

Carter (2017) [2] explored IAST adoption in enterprise environments through case studies of four Fortune 500

companies. The research documented runtime overhead averaging 8.7%, with detection accuracy 2.3x higher than
SAST alone for business logic flaws. Integration challenges included agent compatibility with container orchestration
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and correlation of findings across microservices. The study proposed a maturity model with five levels of IAST
integration.

Jaatun et al. (2016) [9] examined security in cloud-native applications, focusing on containerized environments. Their
analysis of Docker security scanning tools showed that combining image scanning with runtime IAST reduced exploit
windows from 72 hours to under 4 hours. The research highlighted the importance of immutable infrastructure patterns
for security consistency.

Ullah et al. (2018) [20] developed a cost-benefit model for security testing in CI/CD. Using data from 200 development
teams, they calculated ROI for different tool combinations. SAST+DAST yielded 3.2:1 ROI, while SAST+IAST
achieved 4.8:1 due to lower false positives. The model incorporated factors such as developer salary, breach cost, and
pipeline duration impact.

Research Gap

Despite substantial progress in individual security testing technologies, significant gaps remain in understanding their
integrated application within CI/CD pipelines. First, most studies examine tools in isolation rather than orchestrated
workflows, with only 15% of reviewed papers addressing tool correlation [12]. Second, empirical data on performance
impacts in real-world pipelines is limited, with many studies using synthetic benchmarks rather than production
workloads. Third, the emerging role of IAST lacks comparative analysis against established SAST/DAST combinations
in pipeline contexts. Fourth, configuration optimization critical for balancing accuracy and performance receives
minimal attention. Finally, the human factors of developer experience with integrated security tools remain
underexplored, despite their impact on adoption rates.

III. METHODOLOGY

Research Design

This study employed a sequential explanatory mixed-methods design, combining quantitative analysis of pipeline
metrics with qualitative insights from expert practitioners. The quantitative phase analyzed vulnerability detection and
performance data from 150 open-source repositories, while the qualitative phase involved semi-structured interviews
with 12 DevSecOps engineers. This design enabled triangulation of findings, with quantitative results informing
interview questions and qualitative insights providing context for statistical outcomes.

The research focused on Java and Python codebases due to their dominance in enterprise applications (67% and 54%
adoption respectively, per Stack Overflow 2018 Developer Survey). Pipeline platforms included Jenkins (version
2.121) and GitLab CI (version 11.8), representing 72% combined market share [3].

Datasets

The quantitative dataset comprised 150 GitHub repositories selected through stratified random sampling. Selection
criteria included: (1) active maintenance (commits in 2018), (2) CI/CD configuration files present, (3) minimum 10,000
lines of code, (4) Java or Python primary language, and (5) public vulnerability disclosures in CVE database. The final
sample included 85 Java and 65 Python projects, with codebase sizes ranging from 12,000 to 450,000 LOC (M=87,400,
SD=62,100).

Vulnerability ground truth was established using a combination of CVE entries, security advisories, and manual
verification by two certified security analysts (inter-rater reliability k=0.87). The dataset contained 1,842 confirmed
vulnerabilities: 842 injection flaws, 523 XSS, 312 cryptographic issues, and 165 authentication bypasses.

For pipeline performance, we collected 8,400 build logs spanning three months, capturing metrics including build

duration, success rate, and security gate outcomes. Tools evaluated included SonarQube 7.1 (SAST), OWASP ZAP 2.7
(DAST), and Contrast Community Edition 3.6 (IAST).
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Data Sources and Sampling

Repository data was sourced from GitHub API using stratified sampling to ensure representation across project
maturity (stars: <lk, 1k-10k, >10k) and organization type (individual, small team, enterprise-backed). The sampling
frame included 12,400 repositories meeting initial criteria, from which 150 were randomly selected proportional to
strata size. Qualitative data derived from purposive sampling of DevSecOps practitioners. Participants were recruited
through professional networks (OWASP, DevSecCon) and required minimum three years pipeline security experience.
The final sample (n=12) included representation from finance (4), technology (5), and government (3) sectors.

Analytical Tools and Methods

Quantitative analysis employed Python 3.7 with pandas for data processing, SciPy for statistical tests, and
matplotlib/seaborn for visualization. Pipeline performance metrics followed the DORA framework: deployment
frequency, lead time, MTTR, and change failure rate. Statistical comparisons used Wilcoxon signed-rank tests for
paired data and Kruskal-Wallis for multiple groups (0=0.05). Qualitative analysis used NVivo 12 for thematic coding.
Interview transcripts (average 47 minutes) were coded using a hybrid approach: initial codes from research objectives,
emergent codes from data. Two researchers coded independently, achieving k=0.83 agreement.

IV. RESULTS AND ANALY SIS

The results section presents empirical findings from the integration of SAST, DAST, and IAST into CI/CD pipelines
across 150 open-source Java and Python repositories. A total of 8,400 pipeline executions were analyzed, yielding
1,842 confirmed vulnerabilities and comprehensive performance telemetry. The analysis is structured around three core
dimensions: (1) vulnerability detection efficacy, (2) pipeline performance impact, and (3) configuration optimization
effects. All statistical tests were conducted at o = 0.05 significance level using non-parametric methods due to non-
normal data distributions (Shapiro-Wilk p <0.001).

Vulnerability Detection Effectiveness

Table 1 summarizes detection performance metrics across five integration approaches. The hybrid SAST+IAST
configuration demonstrated superior overall performance, achieving an F1-score of 0.834, significantly higher than
SAST-only (0.712, Z = 12.34, p < 0.001) and DAST-only (0.689, Z = 11.87, p < 0.001) via Wilcoxon signed-rank tests.
The true positive rate (TPR) reached 87%, with a false positive rate (FPR) of only 19% a 55% reduction compared to
SAST-only (FPR = 42%). Table 1: Comparative Detection Performance and Remediation Efficiency Across Security
Testing Approaches. Bold row indicates optimal configuration. MTTR calculated from vulnerability disclosure to patch
merge (n = 1,842 vulnerabilities).

Table 1: Detection Metrics and Remediation Time by Testing Approach.

Testing Approach TPR | FPR | Precision | F1-Score|l | MTTR (days) |

I I

I I I
| SAST-only | 8.78] @.42| @.65 | 8.712 | 9.8 |
| DAST-only | 8.71] @.28] @.74 | 8.689 | 12.4 |
| SAST+DAST | e.84] 0.38] @.69 | 8.758 | 7.3 |
| SAST+IAST | ©.87| @.19| @.88 | 8.834 | 4.7 |
| All Three | 8.91] @.45| @.67 | 8.772 | 6.1 |

Interpretation: The SASTHIAST synergy is particularly effective due to runtime validation of static findings. IAST
instrumentation provided execution traces that confirmed 412 of 742 SAST-flagged issues initially classified as
potential false positives, reducing noise and enabling precise remediation. DAST excelled in runtime-specific
vulnerabilities (91% TPR for XSS), but failed to detect 88% of cryptographic implementation flaws present in source
code. The "All Three" approach, while maximizing TPR (0.91), suffered from high FPR (0.45), resulting in diminished
precision and increased developer triage burden.
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Pipeline Performance and Deployment Velocity
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Figure 1: Scatter Plot of Pipeline Duration vs. Codebase Size by Testing Approach.

Figure 1 presents a scatter plot with regression lines illustrating the relationship between codebase size (LOC) and total
pipeline duration across integration patterns. Each data point represents one complete CI/CD execution (n =
8,400).SAST+IAST added 59% less overhead than DAST-only while achieving superior detection. Parallel execution
of SAST and IAST in separate nodes reduced total duration by 34% compared to sequential approaches.

Tool Configuration Optimization
Table 2 shows the impact of configuration parameters on detection accuracy. Medium scan depth with 5 exclusion

patterns achieved optimal balance (F1=0.841).

Table 2: Configuration Impact on Detection Accuracy and Performance

| Scan Depth | Exclusions | Java F1 | Python F1 | Avg Duration (min)|
[ [—— b Rk [ |
| Light | o | 8.678 | @.701 | 3.1 |
| Light | 5 | 8.723 | 8.745 | 3.4 |
| Medium | @ | @.801 | 0.789 | 5.8 |
| Medium | s | @.841 | 0.826 | 6.2 |
| Deep | o | @.856 | 0.838 | 11.4 |
| Deep | 10 | 8.792 | 8.774 | 10.9 |
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Figure 2: Bar Chart of Daily Deployment Frequency by Security Integration Pattern.

Figure 2 displays deployment frequency across integration patterns. The bar chart reveals that SAST+IAST maintained
87% of baseline deployment frequency while achieving comprehensive coverage.

Figure 2: Bar Chart of Daily Deployment Frequency by Security Integration Pattern. Error bars represent 95%
confidence intervals.

Qualitative analysis revealed three themes: (1) developer trust in IAST findings due to runtime evidence, (2)
importance of actionable remediation guidance, and (3) need for gradual rollout starting with non-critical
pipelines.Statistical analysis confirmed significant relationships between integration maturity and security outcomes.
Organizations with SAST+IAST integration showed 3.2x lower critical vulnerability density (vulnerabilities per 1,000
LOC) than SAST-only approaches.

V. DISCUSSION

The superior performance of SAST+IAST combinations validates the hypothesis that runtime context significantly
enhances static analysis accuracy. The 55% false positive reduction aligns with the principle that execution traces
provide definitive evidence for vulnerability validation, transforming probabilistic findings into deterministic ones.
This finding extends beyond technical metrics to developer experience reduced noise in security feedback loops
increases tool adoption and effectiveness. The pipeline duration analysis reveals a critical trade-off space. While
comprehensive testing increases build times, the 6.7-minute average for SAST+IAST represents an acceptable
compromise given the 52% MTTR reduction. This suggests that security velocity should be measured holistically,
incorporating remediation time rather than focusing solely on build duration.

Configuration optimization results demonstrate that more scanning does not equal better security. The medium-depth
approach with targeted exclusions achieved near-deep accuracy with half the performance cost, highlighting the
importance of intelligent rule selection over exhaustive analysis. The integration framework contributes to DevSecOps
theory by operationalizing the shift-left concept through specific pipeline placement strategies. The five integration
patterns provide a maturity progression model, enabling organizations to advance from basic SAST implementation to
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sophisticated hybrid approaches. The correlation engine concept mapping static findings to runtime behavior represents
a theoretical advancement in vulnerability triage methodologies.

Organizations should establish security testing policies that mandate minimum integration levels based on application
risk classification. High-risk applications require SAST+IAST with mandatory runtime verification, while low-risk
internal tools may suffice with SAST-only. Policy-as-code implementations using tools like Open Policy Agent can
enforce these standards automatically. Practitioners should prioritize parallel execution architectures and invest in IAST
capabilities despite higher initial complexity. The 4.7-day MTTR achieved in this study suggests that such investments
yield substantial ROI through reduced breach likelihood and faster response capabilities.

VI. LIMITATIONS

The study’s reliance on open-source repositories may limit generalizability to proprietary codebases with different
vulnerability profiles. Selection bias could occur despite stratified sampling, as GitHub projects may not represent
enterprise development practices. The focus on Java and Python excludes insights for other languages like JavaScript or
Go, which have different vulnerability patterns.

Performance measurements in controlled environments may not capture production variability, including network
latency, resource contention, or complex microservices interactions. The three-month data collection period might miss
seasonal patterns in development velocity. Qualitative sample size (n=12) limits statistical power for practitioner
insights, though saturation was achieved in thematic analysis. Researcher bias in interview question design could
influence responses, despite using standardized protocols.

VII. FUTURE RESEARCH

Future studies should examine IAST integration in serverless and Kubernetes environments, where traditional agent-
based approaches face challenges. Longitudinal research tracking organizations over 12-24 months could validate
sustained benefits of hybrid approaches versus regression to minimal compliance. The application of machine learning
for dynamic rule set optimization represents a promising direction. Research into federated learning approaches could
enable cross-organizational model improvement while preserving code privacy. Economic modeling incorporating
breach probability reduction and insurance premium impacts would strengthen ROI calculations. Studies exploring
developer psychological factors cognitive load, decision fatigue, and trust calibration could inform user experience
design for security tools.

VIII. CONCLUSION

This study provides comprehensive evidence that strategic integration of SAST, DAST, and IAST into CI/CD pipelines
substantially enhances application security without compromising development velocity. The SAST+IAST hybrid
approach emerged as optimal, achieving an Fl-score of 0.834 and reducing MTTR to 4.7 days representing 52%
improvement over traditional methods. Configuration optimization demonstrated that medium-depth scanning with
targeted exclusions provides near-maximal accuracy at minimal performance cost. Pipeline performance analysis
revealed that intelligent integration adds manageable overhead (6.7 minutes average) while maintaining 87% of
baseline deployment frequency. The five integration patterns offer a practical roadmap for organizational maturity
progression.
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